
© Copyright Fortinet Inc. All rights reserved. 

Bring your own Everything (ByoX)
Threats, Visibility and Control

Mr.Pathom Suksathit

Regional SE Manager : Indo-China
CISSP, CISA, FCNSP



2Fortinet - Confidential

Today Agenda

Bring your own Everything (ByoX)

Security Threats and Challenges & 2016 Threats Prediction

Network Infrastructure Evolution & Internal Segmentation

Internal Segmentation Security
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Survey Findings

The survey yielded responses from 214 IT practitioners, managers and directors in the 

UK from small, mid-size and enterprise companies.

 BYOx is the emerging technology that is most disruptive to business

» Mobility, 

» Cloud computing, 

» Data analytics and 

» Compliance, round up the top five emerging technologies
Lawrence Garvin is a Head Geek and Technical Product Marketing Manager at SolarWinds.

The survey yielded responses from 214 IT practitioners, managers and directors in the UK from small, mid-size and enterprise companies.
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Survey Findings

 Over half (53%) of all IT departments now manage 

virtualization, mobility, compliance, data analytics, 

SDN/virtual networks, BYOx, cloud computing and self-

service automation

 40% of respondents said increasing complexity has 

greatly affected their responsibilities over the past 3-5 

years, and an additional 

 49% said it has somewhat affected their role

Lawrence Garvin is a Head Geek and Technical Product Marketing Manager at SolarWinds.

The survey yielded responses from 214 IT practitioners, managers and directors in the UK from small, mid-size 

and enterprise companies.
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Bring Your Own 'x' (BYOx)

 Employee/students bring their own digital devices to Org/School, 

for the purposes of learning/working. 

 So instead of using Org/school-owned ICT 

 Employee/students use their own.
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The BYOx movement includes

 bring your own device 

(BYOD)

 bring your own apps 

(BYOA)

 bring your own encryption 

(BYOE)

 bring your own identity 

(BYOI)

 bring your own technology 

(BYOT)

 bring your own network 

(BYON)

 bring your own wearables 

(BYOW)

http://whatis.techtarget.com/definition/BYOD-bring-your-own-device
http://whatis.techtarget.com/definition/bring-your-own-apps-BYOA
http://whatis.techtarget.com/definition/BYOE-bring-your-own-encryption
http://searchsecurity.techtarget.com/definition/BYOI-bring-your-own-identity
http://searchconsumerization.techtarget.com/definition/BYOT-bring-your-own-technology
http://whatis.techtarget.com/definition/bring-your-own-network-BYON
http://searchcio.techtarget.com/definition/bring-your-own-wearables
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The tidal surge of bring your own devices

 The benefits are significant

 Connected employees are happy employees. 

 Workers empowered by mobile devices and apps are more productive, 

collaborative, and innovative. 

References : The State of Queensland (Department of Education and Training) 2015
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Risk still out there..

 But risks have mounted rapidly as well. 

 It is nearly impossible to track and protect 

critical data, provision appropriate infrastructure, 

and build effective defences against hackers. 

 From a management point of view, the percentage 

of organizations enabling BYOD is growing, A 

lot of BYOD activity is still going unmanaged
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Key Breach Report Trends - 2015

95%
OF MALWARE TYPES

SHOWED UP FOR LESS

THAN A MONTH, AND

FOUR OUT OF FIVE

DIDN’T LAST BEYOND

A WEEK. 

70–90%
OF MALWARE SAMPLES

ARE UNIQUE TO AN

ORGANIZATION.

60%
IN 60% OF CASES,

ATTACKERS ARE ABLE

TO COMPROMISE AN

ORGANIZATION

WITHIN MINUTES.

50%
NEARLY 50% OPEN

E-MAILS AND CLICK ON

PHISHING LINKS WITHIN

THE FIRST HOUR.

23%
OF RECIPIENTS NOW

OPEN PHISHING

MESSAGES AND

11% CLICK ON

ATTACHMENTS.
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Fortinet Threat Predictions 2016



Thank You









Appendix



Thank You



19Fortinet - Confidential

Advanced Threats Take Advantage 
of the “Flat Internal” Network

 Existing Firewalls focused on 

the Border

 Internal network no longer 

“trusted”

 Many ways into the network

 Once inside threats 

can spread quickly

EXTERNAL INTERNAL

Email (Phishing) Vulnerabilities

Web Downloads

Social Engineering Exploits

(Zero Days)

Threat Production

+ Recon

11

3344

Disposal

Package Encrypt Stage
Hide, Spread, Disarm, Access,

Contact Botnet CC, Update

Threat Vector Infection

CommunicationExtraction

22

Border
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Threat Landscape & Evolving IT Infrastructure
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ISFW Requirement NO. 1 - PERFORMANCE

Internet

Border Firewall (NGFW) 

Ports Speeds  1G, 10G

No. of Ports  2 to 12

Throughput  Mbps to 1Gbps

Internal Segmentation Firewall (ISFW)

Interfaces  10G, 40G & 100G

No. of Ports  8 to 48 Ge/10Ge

Throughput  10Gps to 1Tbps  
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Network Visibility

Drill down panels
 Presents associated details based 

on different scopes

 Further drill down to filtered 

Session Viewer

Drill down panels
 Presents associated details based 

on different scopes

 Further drill down to filtered 

Session Viewer

Summary of 
selected item

Selection of scope

Select row for drill 
down 

ISFW Requirement No. 2 - VISIBILITY
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Network Visibility

Session viewer 

(Historical)
 Presents timeline filtered session 

list with details using log entries

Session viewer 

(Historical)
 Presents timeline filtered session 

list with details using log entries

Complete detail of 
selected session 

Setup filter by 
clicking on cell

Mouse over device 
details

Move and configure 
field columns
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Network Visibility



25Fortinet - Confidential

Network Visibility
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Network Visibility
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Network Visibility
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Network Visibility
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Network Visibility
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Network Visibility
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Network Visibility
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ISFW Requirement NO. 4 – POLICY & PROTECTION

Control and Visibility -PLATFORM

Operations

Security

Platform
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ISFW PROTECTION

Firewall

VPN

Application Control

IPS

Web Filtering

Anti-malware

WAN Acceleration

Data Leakage Protection

WiFi Controller

Advanced Threat Protection

SaaS Gateway

Software

Enabled

Security

Module

Management
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A Global Threat Security Service that Updates 
the Platform in Real time - FortiGuard

Intrusion

Prevention Service

Antivirus

Service

Anti-spam

Service

Web Filtering

Service

IP Reputation

Service

Web Security

Service

Database Security

Service

Application

Control Service

Vulnerability

Management

Service

Mobile

Security

Global Fortinet Device Footprint
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The Core of the Platform of Security

Granular

Segmentation

Automated

Orchestration

Scalable Central 

Management

Visibility w/ Context 

& one-click to action

Appliance

Virtual

Machine
Cloud

Firewall NGFW

Time to Resolution

Protection & Intelligence

End to End Platform

ATP UTM

Policy & Control
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DON’T GO UNPROTECTED


